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Research on dynamic array honeypot for
collaborative network defense strategy
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Abstract: Inspired by the ancient battle diagram for military purpose, a concept of dynamic array honeypot was proposed to
bewilder the attackers by coordinating and changing the role pseudo-randomly as a huge dynamic puzzle. The dynamic array
honeypot model was presented, system simulation through NS2 was performed, and the prototype implementation with Java
was carried out. Detailed empirical studies were launched upon both the simulation model and the prototype. The simulation
results demonstrates that the dynamic array honeypot system is feasible and effective for active network confrontation.
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